ETT E > NATZ _ -

-Wh")'(:..e &'-H -«:u..m’v |
Dafa Nec ‘ -:Stanc ard

vela:. -



Ethics of a Survivor Services Database
Why Less Data Often Means Greater Safety

Technology plays an increasingly
important role in the work of survivor
advocacy. Databases help programs track
services, manage grants, document
outcomes, and demonstrate impact. They
allow organizations to tell the story of
their work and sustain the funding that
keeps services available.

But when the data in a system represents
survivors of violence, the stakes are
different. More than a just case file, every
record is a person navigating safety,
autonomy, and recovery. While
technology can strengthen services, it also
introduces risk.

The ethical responsibility of survivor
service providers (and the technology
they rely on) is to recognize that reality
and actively work to minimize harm.

The Reality: No Database is
Completely Without Risk

Even the most secure system carries
some level of risk. Data breaches,
subpoenas, public records requests, and
internal misuse can all expose
information that was never meant to
leave the advocate-survivor relationship.

Survivor service programs have long
recognized this responsibility. Ethical
standards across the field emphasize that
advocates must protect confidential

communications and survivor information
with great care.

The question is not whether risk exists. It
does. Instead, the ethical question is:
How do we reduce that risk as much as
possible? One of the most powerful
strategies is simple: collect less.

Principle of Data Minimization

In many sectors, more data is seen as an
advantage. In survivor services, the
opposite is often true.

The principle of data minimization holds
that organizations should collect and
retain only the information that is
absolutely necessary to provide services
or meet legal and funder requirements.
Anything beyond that creates additional
exposure.

Every extra field introduces a potential
vulnerability:

e Identifying information could reveal
a survivor's location

e Demographics that narrow
someone’s identity in a small
community

e Narrative details could retraumatize
advocates or survivors if repeatedly
reviewed

Survivor confidentiality frameworks
emphasize the need to carefully scrutinize
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what information is collected and shared,
because improperly managed records can
undermine a survivor's privacy and safety.
Put simply: More data is not better data.
Safer data is better data.

What Ethical Data Practices
Look Like

Ethical database management involves
intentional documentation practices that
prioritize survivor safety at every step.
Programs committed to ethical data
stewardship often adopt practices like:

1. Removal of Direct Identifiers

Whenever possible, avoid storing
information that directly identifies a
survivor. This may include:

Full Legal Names
Exact Addresses
Social Security Numbers
Personal Contact Details

Many programs use unique identifiers
instead, allowing advocates to track
services without storing personally
identifiable information in the database.

2. Limiting Demographic Collection

Demographic data can be important for
grant reporting and understanding
impact. But ethical programs should ask:

Is this required by a funder?

Does this data improve services?
Could this information inadvertently
identify someone in a small
community?

Use your answers to determine if it may
not belong in the system.

3. Avoiding Unnecessary Narrative
Detail

Advocates often carry powerful stories,
but documentation should not require
advocates to relive trauma through
detailed narratives unless absolutely
necessary.

Brief, factual notes that support service
continuity are often sufficient. This
protects both survivor confidentiality and
advocate wellbeing.

4. Establishing Clear Data Retention
and Deletion Policies

Another key ethical practice is deciding
how long information should exist.
Programs should regularly review records
and remove information that is no longer
necessary for compliance, service
delivery, or legal obligations.

Clear policies around record retention
and destruction prevent unnecessary
exposure of survivor information. If data
no longer serves a purpose, it should not
remain in the system.

Informed Consent: Survivors
Deserve to Know

Ethical data practices also require
transparency with survivors. Before
collecting or sharing any information,
programs should ensure survivors
understand:
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What will be documented

Why it is being collected

Who may have access to it
How long it will be stored
Whether it may be shared with
partners or funders

Federal confidentiality guidelines require
informed, written consent before
programs share survivor information with
outside parties. True consent is not a
checkbox. It is a conversation. Survivors
should have meaningful control over how
their information is used.

Technology’s Role: Designing for
Safety

Technology systems used in victim
services should reflect the same ethical
commitments as the advocates who use
them. That means platforms should be
designed to:

Encourage minimal data collection
Protect confidential information
through strong security practices
e Provide flexible permissions and
access controls
e Support programs in managing
consent and retention policies

Technology should never pressure
programs to collect more information
than they need. Instead, it should support
the field’s long-standing commitment to
confidentiality, autonomy, and safety.

Integrity in Survivor Data

At Vela, we believe data systems should
reflect the values of the field they serve.

Integrity means acknowledging the reality
of risk while working every day to reduce
it. It means designing technology that
respects survivor privacy, supports ethical
documentation practices, and empowers
advocates to focus on their work instead
of navigating complicated or unsafe
systems.

It also means remembering that behind
every data point is a human story.
Survivor data is trust. Protecting that
trust, with intention, transparency, and
care, is one of the most important
responsibilities any survivor service
program carries.

Vela is here to support that mission.

Want to learn new ways to simplify your
work or explore features you may not be
using yet? Visit veladirect.com or reach out
to our team. We're always here to help.

Developed with input from advocates at
every stage, Vela by Element 74 is a
trauma-informed case management and
reporting platform built specifically for
domestic violence, sexual assault, and
human trafficking organizations.

info@veladirect.com | (573) 332-7474

/elaz.

Page 4


https://www.veladirect.com
https://www.veladirect.com/resource-center/
mailto:info@veladirect.com

	Ethics of a Survivor Services Database 
	Why Less Data Often Means Greater Safety 
	1. Removal of Direct Identifiers 
	2. Limiting Demographic Collection 
	3. Avoiding Unnecessary Narrative Detail 
	4. Establishing Clear Data Retention and Deletion Policies 


